Password Reset

Step-by-step instruction on how to reset your password for the LINKs System

ENBRIDGE



Trouble Logging In? ENBRIDGE

Close out the browser completely and re-open to reset cache

Type in https://link.enbridge.com manually rather than using a bookmark

Password Reset
See instructions in the following slides

Multi-Factor Authentication (MFA) Setup or Reset
New to LINKe? Make sure to set up your MFA prior to logging in
= See the “Multifactor Authentication Setup” tutorial

Already been using LINKe? You might need to reset your MFA if you have tried all other troubleshooting options.
Contact the LINKe Help Desk at 1-800-827-5465 to reset your MFA.
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https://link.enbridge.com/

Password Reset ENBRIDGE

A ‘Forgot Password?’ link is available under the login screen that will direct you to the appropriate screen

THIS COMPUTER SYSTEM IS RESTRICTED TO AUTHORIZED ENBRIDGE
USERS. THE UNAUTHORIZED ACCESS, USE, OR MODIFICATION OF THIS
SYSTEM, DATA CONTAINED ON THIS SYSTEM, OR DATA IN TRANSIT TO OR
FROM THIS SYSTEM IS SUBJECT TO CRIMINAL PENALTIES AND CIVIL
LIABILITY. ACCESS OR USE OF THIS SYSTEM IS SUBJECT TO MONITORING.

Password

Log On

Forgot Password?
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Password Reset CeNBRIDGE

Step 1
Visit https://link.enbridge.com

Step 2
Using the lockbox icon or the LINKe System Security tab, select “Reset or Change your Password”

LINKtsyStem Customer Interface LINK® Learning Training Tutorials Contact Us &éNBR’DGE

S~ Customer Activities (Login) Informational Postings

71252024

Existing User Login
New User (No Link Id) \

Reset or Change your Password p Customer Support W i wmEmun g
LINK® System Security Tutorials ~ support, please call 1-800-827-LINK (5465), 713-989-LINK. or email the K% 3 5 3 : :
; ) . o ‘

| Additional online support can be found on the tutorial page. For after
| hours business support, please contact Volume Management at 713-627-5059.

Fic

I- Reset or Change your Password|

o Existing User
o New User (No LINK® 1d)
o LINK® System Security Tutorials
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https://link.enbridge.com

Password Reset ENBRIDGE

If you know your current password, select
If you do not know your current password, select

(click on the blue links for further instructions)

Link Security
Password Self Service SystemTest
You have come to the LINKE User Id Password Self Service Page. If yvou do
not have a LINKE User Id and wish to reset yvour password for Email Notices,

go to "Email Motices' page.

Read the instruction in both the boxes below before clicking on the appropriate link.

If vou know your LINK® User Id and If vou know your LINK®E User Id but have
Password, but would like to change your forgotten your password or your account has
current password. Click on '"Change Current been locked. Click on 'Reset Password/Unlock
Password’ below. Account’ below.

Change Current Password Reset Password/Unlock Account
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Reset Password/
Unlock Account

Resetting your password if you do not know your current password

ENBRIDGE



Reset Password/Unlock Account ENBRIDGE

LINK "System Customer Interface

Link Sec|

Reset Password/Unlock Account SystemTest L ,NKsystem Customer Interface

Please enter your LINK® User Id and email address, and click on "Submit”. The User Id and

Email Address entered must match the User Id and Email address on record with the Enbridge —

LINK® System.

Mote: Once you hit "Submit” yvou will receive an Email which will allow you to reset yvour password/unlock UI'I|GCk PESSWO rd ACTIDT‘I REQUIFEd S}'STEITITESt

your LINK® User Id account. ) L. : . ) .

You have besn sent an email containing a special URL. When you visit this URL, vou will be able to set a new
password for your LINK® System User Account. If vou do not reset your password using the URL link within 30
| minutes, the URL link will expire and you may have to request Unlock Password again.

Email address:

User Id:

You may need to close all browser windows before clicking on the URL to reset yvour password.

You may nead to close all browser windows before clicking on the URL to reset your password.

Enter your User ID and email address Check your email inbox for a reset link
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Reset Password/Unlock Account ENBRIDGE

Close all browser windows, and click on the link provided

SystemTest LINK Account Unlock

) Summarize

@ Link-Help@enbridge.com ‘© O Reply | € Reply All | = Forward ||ii ‘

To @ Elliot Gordon

D Internallnformation.bct
5KB

Thu 7/23/2024 10:08 AM

You are receiving this email because you or someone on your behalf has requested an ACCOUNT UNLOCK with Enbridge LINK® System. If you have not requested an ACCOUNT

UMNLOCK with Enbridge LINK® System, please disregard this email and contact your Local Security Administrator. Please click on the URL link below to proceed with ACCOUNT

eSS Youiayneed to close all browser windows before clicking on the URL to reset your password.
LINK Account Unlock
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Reset Password/Unlock Account ENBRIDGE

Change your password

LINKSystem Customer Interface

Password Reset SystemTest

WARMNIMNG: You have been redirected to Password Reset page for a User Account
with the Enbridge LINK® System. If you have not requested a Password Reset
for your User Account with the Enbridge LINK® System, close this page and
contact your Local LINK@® Administrator.

User ID:

[ I
MNew Password:
Retype Mew Password:

Password Rules:

1. Passwords are case sensitive; AND

2. Passwords must be at least 12 characters long; AND

3. Passwords CAMMOT contain Userid; AND

4, Passwords must contain at least one character from three of the four groups below:
Uppercase letters

Lowercase letters

Numeric digits

Special characters (e.0.1$%.,7_")

Reset Password

o o 0 0
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Reset Password/Unlock Account ENBRIDGE

Close out the browser and login with your new password

LINK"System Customer Interface

Password Reset SystemTest

WARNIMNG: You have been redirected to Password Reset page for a User Account
with the Enbridge LINK® System. If you have not requested a Password Reset
for vour User Account with the Enbridge LINK® System, close this page and
contact your Local LINK® Administrator.

User ID:

|[TsTGORDONOL |

Mew Password:

Retype New Password:

Passwaord Rules:

1. Passwords are case sensitive: AND
2. Passwords must be at least 12 characters long; AND
3. Passwords CANMOT contain Userid; AND
4. Passwords must contain at least one character from three of the four groups below:
@« Uppercase letters
o Lowercase letters
e MNumeric digits
« Special characters (e.g.1$%.,7_")

Reset Password

Password Changed: You must close all LINK windows and login again
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Change Current Password

Resetting your password if you know your current password

ENBRIDGE



Change Current Password ENBRIDGE

If not already logged in, you will be required to login

Once logged in, the following screen will be presented:
Enter your current password and your new password
The new password must abide by the rules listed below

Change Current Password

LINK User ID tstgordonQ1l

Current Password | |

New Password | |

Retype New Password | |

. Passwords CAN NOT be reused; AND
. Passwords CAN MOT contain yvour LINK User ID; AND
. Passwords are case sensitive; AND
. Passwords must be at lzast 12 characters long; AND
. Passwords must contain at lzast one character
from three of the four groups below:
a. Uppercase letters
b. Lowercase lettars
c. Numeric digits
d. Special characters (e.g. [#%%~.,7_8&")

[, [ o PR I N By

LINKe System Security 12




Change Current Password ENBRIDGE

If successful, the following screen will display:
Close your browser out all the way
Re-login with the new password after a few minutes

ENBRIDGE

Password changed.
Please shutdown all Link browser windows and login with the new password.

The new password should take effect immediately,
but might require a few minutes to propagate throughout the network.
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Questions?

Email [ink-help@enbridge.com or call for LINKe System application support

ENBRIDGE


mailto:link-help@enbridge.com
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